Unmasking “John Doe” Defendants: The Case For Caution in
Creating New Legal Standards

Michael S. Vogel

Allegaert Berger & Vogel LLP
111 Broadway

New York, NY 10006
(212) 571-0550
475 Wall Street

Princeton, NJ 08540
(609) 688-9700
mvogel@abv.com

Currently under revision. Please cite accordingly.

l. Introduction

The rise of the Internet has created the opportunity for individuals inexpensively to publish
their views on variousissuesto awide audience. While this new avenue for expressionisusually used
for legitimate ends, it is also frequently used by individuals to disseminate defamatory or otherwise
actionable statements under cover of anonymity. Asaresult, there hasbeenin recent yearsagreat deal
of litigation brought by victims of such anonymous statements against the individuals responsible for
those statements. A common theme in these so-called “John Doe cases’ is that the plaintiff seeks to
learn through discovery theidentity of the anonymous defendant —without which the plaintiff is effec-
tively precluded from serving process or asserting itsrights.

Thiscategory of cases has attracted enormous public attention in both general interest and legal
publications, substantial litigation resources from public-interest groups such as Public Citizen and the
American Civil Liberties Union, and considerable academic, journalistic, and governmental interest?
When these suitsfirst became common in the late 1990s, internet service providersroutinely identified
defendantsin response even to non-judicial subpoenas, often without giving the defendant an opportu-
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nity to oppose the discovery; even when courts received an opposition, the discovery was amost al-
ways granted, usually with littlein the way of reasoned analysis. In the past approximately two years,
however, opposition has mounted on First Amendment grounds and there has been asubstantial shift to
the other extreme, with courts erecting walls against disclosure, often in derogation of other corerights.

While John Doe cases have thus suddenly become relatively common and have attracted con-
siderable public interest, there has to date been little analysis at the appellate level of the appropriate
legal standardsto be applied. Thefirst appellate court seriously to attempt to conduct such an analysis
wasthe New Jersey Appellate Division, which on July 11, 2001, issued itsdecisionin Dendrite Interna-
tional, Inc. v. John Doe,?aong with a companion decision in Immunomedics, Inc. v. Jean Doe.® These
decisions, which are likely to provide the starting point for much future John Doe analysis, are dis-
cussed in the following section.

I1. Dendrite and Immunomedics

In Dendrite, the plaintiff sought to identify four fictitious name defendants based on their postings
on the Yahoo! bulletin board devoted to the company. Thetrial court allowed discovery to proceed as
to two of the defendants, both former employees whose postings either themselves violated the stan-
dard Dendrite employment contract or, in some instances, constituted admissions of off-line breaches.
The court denied discovery as to two others, one of whom, “John Doe No. 3,” was the subject of the
appeal. Dendrite’sclaim against John Doe No. 3 was based on several defamatory messages, including
false allegations of accounting misconduct and that the CEO had tried to shop the company and been
turned down. John Doe No. 3 admitted financial motivesfor hispostings, including trading in Dendrite’s
stock and a concern that Dendrite’s stock performance would affect his or her own employer. The
Dendrite appeal was argued together with Immunomedics, in which the defendant, aformer employee
whose postings were alleged to breach her employment agreement, appealed a decision allowing dis-
covery of her identity. Both the denia of discovery in Dendrite and the granting of discovery in
|mmunomedics were affirmed on appeal.

The Dendrite court established “guidelines’ for trial courts deciding John Doe applications.* These
guidelines impose four requirements before a court should permit discovery of the identity of the John
Doe defendant:

First, the court should require notice to the defendant and an opportunity to be heard;

Second, the court should require the plaintiff to set forth the exact statements that are the basis
of itsclaim;

Third, the court should receive evidence and determine not only whether the complaint would
survive amotion to dismiss but whether plaintiff has submitted sufficient prima facie evidence
to support its claim;

Fourth, assuming plaintiff has presented a prima facie claim, “the court must balance the
defendant’s First Amendment right of anonymous speech against the strength of the primafacie
case presented and the necessity for the disclosure of the anonymous defendant’s identity to
allow the plaintiff to properly proceed.” ®

While the first two requirements are hardly controversial, the latter two present very troubling
l[imitations on the rights of plaintiffsto pursue claims against defendants who have acted anonymously
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ontheinternet. Asapractical matter, these decisions accord the trial court extremely broad discretion
to allow or deny therequested discovery. Thethird factor, the ability to produce evidencein support of
plaintiff’s claim, will often depend dispositively on theidentity of the defendant, meaning that merito-
rious claims may systematically fail thistest. For example, where the poster is revealed to be a com-
petitor, further discovery may be focused on the competitor’s efforts to lure customers or employees
away fromthe plaintiff. Where stock manipulation issuspected, the defendant’strading recordswill be
essential to proving damages. Moreover, as proving damages may involve complicated (and expen-
sive) expert testimony concerning matters such as the effect of postings on stock prices, plaintiff hasa
strong interest in knowing whether the defendant has the financial means to satisfy ajudgment before
investing the resources in gathering such evidence.

Thefourth Dendrite factor iseven moretroubling. In effect, the court acknowledgesthat, even
if plaintiff hasalleged aviablelegal claim against the defendant —and supported that claim with admis-
sible evidence — the court may still exercise discretion to stop the casein itstracks. Thisis an exceed-
ingly broad level of authority to grant to asingle, trial-level judge, and isinconsistent with the spirit of
such rights as due process and theright to trial by jury that generally animate judicial decision-making
at the pre-trial stage.

This broad assumption of judicial power over whether aclaim will proceed is particularly trou-
bling because it is substantially insulated from appellate review. Dendrite makes clear that it will not
revisit such adetermination unless the court bel ow abused its discretion —a high standard that virtually
assuresinconsistent results. Indeed, Dendrite and Immunomedicsinvolved just such an inconsistency.
The court, while holding that Dendrite had properly plead a claim for defamation based on the chal-
lenged postings, affirmed the decision to deny discovery because it found Dendrite lacked sufficient
proof of damages (normally not required pre-discovery and for which the discovery of John Do€'s
identity was essential). In contrast, the same court affirmed the decision to grant Immunomedics dis-
covery, even though Immunomedics had likewise offered no proof of damages.®

The basis of the Dendrite decision —and most of the opposition to discovery in John Doe cases
—isthe“well-established First Amendment right to speak anonymously”.” While the First Amendment
right to speak anonymously iswell-established, it isnowhere near as broad asthe more general right to
speak freely. Tothe contrary, theright to speak anonymously isnarrowly delineated and tied to particu-
lar circumstances, circumstances that are not relevant in the vast mgjority of John Doe cases. In par-
ticular, the right to speak anonymously has been recognized in the context of broad-based prior re-
straints on categories of anonymous speech (e.q., leaflets, petitions), and even then has been limited
where necessary for important government interest (e.g., regulation of elections). The Supreme Court
has never interpreted the right as precluding discovery of theidentity of aparticular individual accused
of illegal or actionable speech; indeed, the Court has recognized that common-law claims such as
defamation are an essential balance to the right to speak anonymously. See Point V' below.

In tension with First Amendment concerns, the broad discretion accorded trial judges by Den-
drite and Immunomedics creates a dangerous limitation on the due process rights of plaintiffsto seek
redress for injuries. We risk transforming our elaborate judicial system — with the time-tested due
processrightsit affords —into an unregulated judicial “gut check” as to the importance of a particular
plaintiff’s claim. When a plaintiff is denied discovery of the identity of a John Doe defendant, that
decision as a practical matter islikely to have the same effect as afinal judgment for the defendant. If
the plaintiff cannot serve the defendant with process, it will be effectively precluded from all relief.
Though the application for discovery isnot amotion to dismiss, it hasasimilar effect because the court
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rules on the merits of the case — despite the fact that the plaintiff faces a higher burden and is deprived
of the ordinary protections of the discovery process —and because the plaintiff cannot proceed with its
clam if the discovery is denied. In some ways, the decision to deny discovery may even be more
draconian than a dismissal. In particular, an ordinary motion to dismiss can dispose of all claims
against aparty and result in afinal judgment appeal able as of right under astandard of de novo review;
in contrast, the discovery motion is decided under a similar (indeed, heightened) standard and has a
similar result, yet in most statesit is not appealable as of right and, at |east under Dendrite, would face
a higher, abuse of discretion, standard on appeal.

I1l.  The Opportunity for Mischief in Anonymous Speech on the Internet

Whilethe Internet isapowerful tool for enabling low-cost communication between large num-
bers of widely-dispersed individuals sharing common interests, it isalso commonly used for illegal or
improper purposes. There are numerous reports of individual s posting fal se information about compa-
nies on the Internet in an effort to affect their business relationships and performance and their stock
price, sometimes for the purpose of profiting through stock manipulation.® Likewise, the anonymity of
Internet bulletin boards provide an obvious opportunity for abuse by competitors. For example, in a
well-publicized case, multiple defamatory and damaging messages on a Yahoo! message board about
Callaway Golf werelater determined through discovery to have been posted by the CEO of a competi-
tor.

Anonymous speech over the Internet that constitutes libel, defamation, or other violations of
thelaw isnot entitled to protection from the First Amendment. The general right to speak anonymously
on the Internet is substantially different from the asserted right to remain anonymous when anonymity
isbeing used as ashield protecting tortious or illegal conduct. The rapidity with which false informa-
tion, trade secrets, and the like can be spread over the Internet creates a serious hazard, a hazard which
must be weighed in determining the proper judicia approach to these situations.

IV. The Adequacy of Existing Procedural Rules

Though couched in the rhetoric of the Internet, First Amendment, and privacy, John Doe dis-
covery requests actually call for the application of relatively mundane rules of civil procedure. While
the applicablerulesvary from state to state, most states routinely permit the filing of complaints against
fictitious name defendants (i.e., John Does) and allow plaintiffsto engagein discovery to identify such
defendants by name. Such cases need not arisein the context of the Internet or even in areasinvolving
actionable speech or claims of First Amendment protection. For example, such suits are often used to
identify a manufacturer of a defective product or product component, or to identify government offi-
cials charged with civil rights violations.

Once a complaint has been filed against a John Doe, the plaintiff is permitted to utilize the
various — and ordinary — discovery devices available to pursue his or her case in order to identify and
locate the John Doe defendant. Indeed, prior to the present wave of Internet cases, courts often ordered
disclosure of information about the identities of fictitious name defendants, even when there were
claims of alleged privilege.®

Existing procedural rulesalready provide sufficient protection for defendants who wish to main-
tain confidentiality. While somerulesvary from state to state, the following proceduresarein placein
most or all jurisdictions and provide ample protection:



As an absolute prerequisite to discovery, the plaintiff’s complaint must be able to survive a
motion to dismiss—i.e., assuming al the facts alleged in the complaint are true, the plaintiff
must have an actionable claim against the John Doe defendant. When the claim is based on
defamation, most states require the plaintiff to allege the specific words constituting the defa-
mation, meaning that if the message is not defamatory, the case and the discovery cannot pro-
ceed. In any event, since the text of the challenged communication is unlikely to be disputed,
summary judgment gives the defendant a remedy to avoid discovery where plaintiff smply
cannot state an actionable claim.

Courts have broad discretion to fashion appropriate protective orders. They may, for example,
require that the defendant’s identity not be disclosed beyond a certain group of individuals, or
that non-judicia action, such as termination of employment, not be taken. They may then
review such restrictions after discovery. For example, if the defendant isalow-level employee
of the plaintiff, the court may determine that it is appropriate to enjoin termination of the em-
ployee unless plaintiff prevails on the merits; in contrast, if the defendant isacompany’s gen-
eral counsel and has breached professional obligations through his or her postings, the court
may decide that no further protection is warranted. While the court’s discretion in principle
extends to denying the discovery entirely, prior jurisprudence is virtually bare of cases (and
certainly of well-regarded cases) where courts have used their discretion to preclude discovery
of information essential to a plaintiff’s case.X’

Numerous sanctions exist for abuse of the legal process. Fabrication of afalse claim to obtain
discovery would expose both the plaintiff and itslawyer to therisk of judicia sanctionsand, in
the case of the lawyer, professional discipline. Likewise, most states provide acivil remedy for
abuse of process. While these sanctions will probably only come into play in the most egre-
gious cases, that isabaance that iscommon in al kinds of modern litigation. Litigationis, by
itsnature, expensive and unpleasant for defendants, and it isan everyday occurrencethat defen-
dants must provide relevant discovery that they would prefer not to provide for reasons of cost,
embarrassment, or otherwise, even in cases upon which they may ultimately prevail. Thereis
no compelling reason to provide a broader protection in this one category of cases.

V.  Critique of Creating New Rules for Internet Posters

Thejudicial creation of adifferent set of procedural rulesfor thissingle class of casesistroubling
for avariety of reasons:

First, giving excessive discretion to judges compromises core values. Constitutional rights, in-
cluding the rights of due process and trial by jury, as well as time-tested rules of civil procedure, are
intended to assure each litigant hisor her “day in court”. Appellate courts exist to remedy errorsin the
process and protect those core values. The creation of a system that allows a judge discretion to (in
effect, if not in name) dismiss meritorious claims with little appellate oversight is a substantial in-
fringement on the truth and justice finding functions of the courts.*

Second, the stated rationale for Dendrite — and the only plausible basis for limiting discovery in
John Doe cases as a matter of course —is the First Amendment right to speak anonymously, a limited
right that is not implicated in most of John Doe cases. For example, in Buckley v. American Constitu-
tional Law Foundation,*?a case involving “core political speech” where “First Amendment protection
... isat its zenith,” **the Supreme Court held unconstitutional a Colarado statute that required initiative
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petition circulators to wear identification badges, but approved alaw requiring that the circulatorsfile
an identifying affidavit that reveals their name and is a public record. As Justice Ginsberg explained,
the affidavit requirement strikes an acceptabl e bal ance between the First Amendment right of the circu-
lator to speak without “‘ heat of the moment’ harassment” and the legitimate state interest in regulating
elections.* While suggesting that the affidavits arelesslikely to lead to harassment than identity badges,
Buckley accepts the possibility that forced disclosure of a person’s identity as a condition of political
speech may result in private retaliation. Asamatter of First Amendment law, a company could obtain
affidavits as a public record and terminate employees (or vendors) opposing it on a political issue. If
such a situation does not run afoul of the First Amendment, it is difficult to discern alegitimate First
Amendment problem in precluding a plaintiff that has alleged (or even proved) an actionable claim
against a defendant, generally not involving core political speech, from discovering that defendant’s
identity, particularly when a protective order may at least reduce the risk of extra-judicial retaliation.

Indeed, the Supreme Court has expressly recognized that common-law defamation actions pro-
vide an essential safeguard protecting the public against the risk of abuseinherent in the right to speak
anonymously. Unlike blanket prior restrictions on anonymous speech, common-law claims are tar-
geted at actionable speech, rather than speech generally.*®> Obviously, such defamation actions cannot
serve their function of deterring and punishing wrongdoing — and thus allowing anonymous speech to
be protected when it is not actionable — unless defendants can be identified.

Third, therush to create new procedural rules because of technol ogical development carriesinher-
ent risk. One suspectsthat the broad information-gathering power of the Internet impelled the Dendrite
court to offer defendants broader protection than called for under existing law. The ability to learn a
speaker’s identity online may seem more worrisome than the ability to learn it through a trip to a
government clerk to obtain a public record, as approved in Buckley, because it is so much easier to
obtain the information online. While thisis an understandable concern, the rapidity of technological
and societal change related to the Internet makes the fashioning of an appropriate judicial response
problematic. Even since Dendrite (and perhapsin part because of Dendrite), there has been increasing
public awareness of the risk of disclosure of one’s identity when acting anonymously online. For
example, the lack of anonymity on the Internet have been the subject of a concerted advertising cam-
paign by amajor internet service provider (Earthlink) and of an episode of a popular television series
(Law & Order). Thus, defendants now may have greater actual notice than in previous years of the
limits of their anonymity when they choose to post on the Internet, and a greater opportunity to “hide
their tracks” if they so desire (by, for example, posting from an Internet cafe).'® Similarly, and perhaps
more ominously, information gathering technology is devel oping rapidly, meaning that it may become
increasingly easy to identify John Does without subpoenas; restrictive discovery rules may encourage
the use of such technologies, which may present more of adanger to privacy than discovery guided by
judicia oversight and regul ated by appropriate protective orders.

VI. Conclusion

The casual discovery of the identity of individuals acting anonymously on the Internet is a
serious and | egitimate First Amendment concern. However, existing procedural rules, designed to deal
with awide variety of cases involving the discovery of evidence defendants would prefer not to have
revealed, are sufficient to address that concern while aso protecting the legitimate rights of claimants.
At aminimum, the rush to create new standards, at odds with prior jurisprudence, carries a substantial
and unjustifiablerisk of skewing the balance against claimantsand allowing anonymity to shield wrong-
doing. The courts should proceed cautiously in creating new rules and should, instead, try to address
these caseGS through existing frameworks.
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